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States Perspective on Ag and Food CI/KR

• 2003 HSPD 7 lists our Nations food supply as CI/KR

• DHS Lists 15 National Scenarios / what DHS considers the 
15 most plausible ways that the US could be attacked.  
Attack on the US food supply is listed

• 37 Target Capabilities to address the 15 Scenarios.  Two of 
which list directly AG and Food.

• Funding for developing preparedness for states is the State 
Homeland Security Grant Program
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State Homeland Security Grant Program

• The 8 National Priorities

• Expand Regional Collaboration

• Implement NIMS

• Strengthen Information sharing / analysis

• Strengthen Interoperable communication

• Strengthen CBRNE detection & response

• Strengthen Med. Surge & Mass Prophy

• Strengthen Planning, Citizen Preparedness

• Implement the National Infrastructure Protection Plan



www.gema.ga.gov www.ready.ga.gov

The Haves and Have-nots
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Communications
Critical Infrastructure Protection

WMD and Hazardous Materials Response and Decontamination
Planning

CBRNE Detection
Emergency Operations Center Management

Intelligence and Information Sharing and Dissemination
Counter-Terror Investigation and Law Enforcement

Risk Management
Information Gathering and Recognition of Indicators and

Explosive Device Response Operations
Responder Safety and Health

Community Preparedness and Participation
On-Site Incident Management

Emergency Public Safety and Security
Fire Incident Response Support

Search and Rescue (Land-Based)
Intelligence Analysis and Production

Emergency Public Information and Warning
Medical Surge

Critical Resource Logistics and Distribution
Citizen Evacuation and Shelter-in-Place

Volunteer Management and Donations
Medical Supplies Management and Distribution

Mass Care (Sheltering, Feeding and Related Services)
Mass Prophylaxis

Emergency Triage and Pre-Hospital Treatment
Economic and Community Recovery

Food and Agriculture Safety and Defense
Animal Disease Emergency Support

Restoration of Lifelines
Structural Damage Assessment

Fatality Management
Laboratory Testing

Epidemiological Surveillance and Investigation
Environmental Health

Isolation and Quarantine
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Funding Percentage

For the first time, FEMA can see how grantee dollars support target 

capabilities across the grant portfolio – FY03-07 data is displayed

 The top five target capabilities

accounted for 56.2 percent of

total funding analyzed with

fourteen target capabilities

receiving less than 0.5 percent

 Every FEMA Region funded

Communications as the top 

target capability with the 

exception of Region II that 

funded Critical Infrastructure 

Protection as the top capability
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Continuous improvement to enhance protection of CIKR

IMPLEMENTING THE NATIONAL INFRUCTURE PROTECTION PLAN
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State’s Perspective

• Assessment showed that 2/3rds of the food 

consumed in a state came from another state.

• Recognized that existing plans were Food 

Emergency Response Plans and only addressed 

response out of the NIPP vision of Prevention, 

Protection, Response and Recovery
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State’s Perspective

• Used IMPLAN to identify commodities within the 

state and contiguous and regional states based on 

economic impact

• Did FAS/CAT on those commodities

• Worked through SAADRA to do FAS/CAT on each 

states commodities 

• Results were submitted for last yrs data call 
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State’s Perspective

• Identified a commodity with a National Supply Chain 
and a National Distribution Foot Print.

• Identified a National Company with a National 
Supply Chain and National Distribution Foot Print

• Do a FAS/CAT on the Company to develop a 
generic template of how that commodity flows 
regionally and nationally
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food continuum
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Regional labor shortages could impact critical crops that are grown and processed in limited geographic areas depending on what time of 

the year pandemic influenza strikes.

Food & Agriculture Commodity Flow System Labor Inputs Input/Process/Output Diagram
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Technical fat to diesel fuel (chickens, beef, pork) (WSJ, 4/16 Green Fuel Alternative)

Inputs to crop production and livestock production.

Added note on wheat gluten.

Input & Output

Critical Infrastructure Dependency

Process

Animal Feed Process

Commodity Flow Direction

Food Output – goes to food distribution wholesale or food processing

Food Processing Output – agricultural commodity goes to food processing

Infrastructure Critical Dependency

Agricultural Labor Dependency

Agricultural Dependency on Transportation Labor

Output enters different infrastructure

Storage Process

Legend

Key Sector Systems:

Within the overall national food supply chain, there are key ‘systems’ that make up critical components of the infrastructure.  Labor requirements can also be 

analyzed within the context of the labor required to sustain these critical components.:

Air, Land, Sea Transportation Systems

Alcoholic beverage production system

Animal Byproducts (tallow, gelatin) Rendering System 

Animal Feed system

Animal Pharmaceuticals system

Animal Vaccines system

Animal Feed Supplements/Additives (including Vitamins and Antibiotics) system

Aquaculture Production system

Baby foods system

Baked foods system

Bio-surveillance System

Bottled Water system

Candy, gum systems

Cereals and grains processing system (including flour)

Dairy products (including ice cream, milk, yogurt, etc..) system

Dietary/Nutritional supplements system

Eggs (in the shell) production and distribution system

Fertilizer system

Food Animal Production system [including Beef Cattle, Dairy Cattle, Goat, Sheep, Lamb, Poultry, Veal, Swine, exotic animals (venison, buffalo, etc.)]

Food additives system (including starches, emulsifiers, colors, flavorings, etc..)

Foodservice/retail- deli foods system

Fungicides and Pesticides system

Grain and Cereal Production (including wheat, soybeans, corn, etc..) system

Grain elevator storage system

Ground Meat/Poultry system

Imported foods and feeds system

Infant Formula (powdered and liquid) system

Laboratory System

Large terminal/export elevators

Liquid Egg Products System

Nuts system

Oilseeds and products system

Plants/Crops system

Processed Meats System (including hot dogs, bologna, wursts, jerky, etc.)

Processed foods system (including ready-to-eat and frozen foods)

Produce Production system (fresh) (includes whole fruit, vegetables and legumes)

Produce Processing System (including cut fruits, cut vegetables, and fruit and vegetable juices, etc.)

Recall System

Retail Food systems

School Lunch Program system

Seafood system (including finfish, crustaceans, molluscan shellfish, etc..)

Seed Warehouses system

Seeds production system

Snack Foods system

Soft Drinks system

Spices system

Sugar, Salt system

Warehouse System

Source: National Critical Asset Database – Food and Agriculture Sector

Interim Criteria for Identifying Critical Food & Agriculture Sector Assets

July 13, 2006, John Hoffman and Dr. Lyle jackson
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Notes
Under pandemic conditions, I have focused on the variety and types of food that people would need to maintain a healthy diet and.

Primary issue this diagram is intended to address is the potential vulnerability of the food supply system to a shortage of labor 

resources during an outbreak of pandemic flu.

Transportation input issues are exclusively focused on labor availability issues.  Note that transportation labor issues should 

consider the labor force and skills required to maintain the physical transportation assets in addition to the labor required to move 

the commodities.

The availability of fresh fruits and vegetables, some animal proteins, and some processed foods will depend on global labor 

impacts of the pandemic. and season in which the pandemic occurs.

The objective of dynamic modeling with respect to the issue is to answer the question “How much of each of the 7 food classes

listed above ends up in each of 13 boxes on the far right side of the diagram.

Note that labor shortages can impact the ability to provide inputs into a process or the ability to execute the process.

Although the rendering process occurs at the end of the meat production process, degradation or interruption of the process would 

propagate back through the production chain and has the potential to bring the processing of meat products to a halt.

There are large numbers of food processing establishments (plants) in the U.S.—almost 29,000 owned by about 22,000 companies, according to the most recent comprehensive data in the Census of Manufacturers. These plants employ about 1.7 million workers, which is about 

10 percent of all U.S. manufacturing employment and just over 1 percent of all U.S. employment. Most plants are small, and larger establishments account for the major portion of shipments. The 20 largest firms in food manufacturing account for about 35 percent of shipments, 

while in beverage manufacturing the 20 largest account for 66 percent. The largest 50 firms account for 51 percent of food shipments and 74 percent of beverage shipments. 

http://www.ers.usda.gov/Briefing/FoodMar ketStructur es/processing.htm

Food wholesaling in the United States is a $589-billion business (The U.S. Food Marketing System, 2002; Food Wholesaling). It consists of that part of food marketing in which goods are assembled, stored, and transported to customers, including retailers, foodservice operators, 

other wholesalers, government, and other types of businesses. In addition to sales to the $422-billion retail food store sector and $358-billion foodservice sector, sales to other wholesalers represent a significant portion (over 25 percent) of total wholesale sales. These include 

small specialty wholesalers who purchase goods from larger wholesalers rather than manufacturers.

The Census of Wholesale Trade broadly classifies three basic types of wholesalers: merchant wholesalers, manufacturers' sales branches and offices, and agents and brokers. Merchant wholesalers' sales account for the largest percentage of food wholesale sales, at 56 percent. 

These wholesalers (also referred to as third-party wholesalers) are firms primarily engaged in buying groceries and grocery products from processors or manufacturers, and reselling to retailers, institutions, and other businesses. Manufacturers' sales branches and offices are 

wholesale operations maintained by grocery manufacturers or processors to market their own products. Brokers and agents are wholesale operators who buy or sell as representatives of others for a commission and typically do not physically handle the products. They may 

serve as representatives of manufacturers or processors, but do not take title to the goods.  The Census of Wholesale Trade also broadly classifies grocery wholesalers as general line, specialty, or miscellaneous. General line distributors (also referred to as broadline or full-line 

distributors) handle a broad line of groceries, health and beauty aids, and household products. Major broadline distributors include Supervalu, Sysco, Fleming, C&S Grocers, and Nash Finch. Specialty distributors are primarily engaged in the wholesale distribution of items such 

as frozen foods, dairy products, poultry products, fish, meat and meat products, or fresh fruits and vegetables. Miscellaneous distributors are primarily engaged in the wholesale distribution of a narrow range of dry groceries such as canned foods, coffee, bread, or soft drinks. 

Among the three groups, specialty grocery wholesalers account for the highest percentage of sales (43 percent). 

http://www.ers.usda.gov/Briefing/FoodMar ketStructur es/wholesaling.htm

The food and fiber system comprises the economic activities of the farms and the firms that assemble, process, and transform raw agricultural 

commodities into final products for distribution to U.S. and foreign consumers. The food and fiber system includes all economic activity that 

supports farm production and the conversion of raw farm products to consumable goods—for example, machinery repair, fertilizer production, 

farming itself, food processing and manufacturing, transportation, wholesale and retail trade, distribution of food and apparel, and eating 

establishments. The income and employment generated within the food and fiber system is the income earned and jobs provided by these 

firms.

Cattle Slaughter

Individual processes can be expanded to describe specific activities or actions required to complete the process.
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The process of poultry slaughter expanded to explicitly account for the step-by-step actions required from start

to finish of the process and the labor inputs required.  The analysis (the diagram) helps to illustrate a number of

points with respect to labor required to commercially slaughter a chicken and with respect to labor in general.

Point 1:  the process diagram clearly illustrates that all jobs are important in order to complete the larger process.

Point 2:  for relatively unskilled jobs, such as Neck Breaker, a reduction in the number of Neck Breakers due to illness, is likely to have

a linear impact on production (20% fewer Neck Breakers means 20% fewer necks broken means 20% fewer chickens processed).

Point 3:  for relatively unskilled jobs, such as Neck Breaker, that job can be filled effectively by almost any available worker if there is a labor pool to draw from.

Point 4:  for skilled jobs, such as Inspector, a reduction in the number of inspectors due to illness, is likely to have a linear impact on production unless all

inspectors become ill in which case production is likely to be halted (a few critical jobs can have a non-linear impact on production).

Sources:

HACCP-Based Inspection Models Project, Young Chicken Inspection, Final Draft 8, 12/22/04, http://www.fsis.usda.gov/OPPD E/NIS/HIMP/HIMP_Young_Chicken_drft8.pdf

Poultry Processing Industry eTool, US Department of Labor, Occupational Safety & Health Administration, http://www.osha-sl c.gov/SLTC/etools/poultr y/index.html

Poultry Processing Description, Waste Reduction Resource Center, http://wrrc.p2pays.org/p2rx/subsec tion.cfm?hub= 449&subsec= 11&nav=11&C FID=523643&CFTOKEN=50881531#Poultr y%20Process ing%20Descri ption
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Task: Rehang: Hangs carcasses back for further processing down line. 

Task: Opener (Vent Opener): Manually cuts open the bird. 

Task: Neck Breaker: Cuts the neck. 

Task: Oil Sack Cutter: Cuts and removes the oil sack. 

Task: Arranger: Arranges viscera for USDA inspector. 

Task: Giblet Harvester: Separates giblets and viscera. 

Task: Gizzard Harvester: Removes the gizzard. 

Task: Gizzard Table Operator: Manually trims and cleans gizzards. 

Task: Gizzard Table-Peeler Operator: Moves the gizzard over rollers to remove the skin. 

Task: Heart and Liver Cutter/Inspector: Cuts and inspects hearts and livers. 

Task: Bagger: Places hearts, livers, gizzards and paws into bags. 

Task: Lung Vacuumer: Removes lungs and kidneys. 

Task: Backup Eviscerator: Verifies that carcass is eviscerated. 

Support Tasks:

Rework Floor Person: Manually reworks evisceration problems. 

Ice Attendant: Manually transports ice.

Task: Forklift Operator: Moves the poultry cages from trucks to conveyor/dumpi ng areas. This person may also perform... 

Task: Unloads live birds from the shipping cages to the conveyors. This operation is either automated or manual.

a: Automatic Dumper Operator

b: Manual Back Dock W orker

Task: Live Hang: Takes live birds from conveyors and hangs them in shackles. 

Task: Kill Room Attendant (Backup Killer): Oversees the automatic poultry killing process and kills any birds missed by the machine. 

Task: Picking Room Operator: Ensures that equipment (e.g., stunner, scalders, pickers, and conveyors) functions properly. 

Task: Paw Room Grader: Sorts and separates product on conveyor.

Task: Box Maker: Takes/makes hand-formed boxes or 

machine-formed boxes and puts them 

on conveyor. 

Task: Box Packer: Packs birds into boxes for shipping. 

Task: Scale Operator: Pulls boxes onto scales, adds or 

removes extra chicken. 

Task: Box Sealer: Pushes air out of and seals box. 

Task: Stack Off: Removes boxes from the conveyor and               

stacks on pallet. 

Task: Fork Lift/Pallet Jack Operators: Moves loaded       

pallets around worksite and onto trucks.

Task: Freezer/Cooler W orker: Manually loads/unloads                                                                       

boxes of frozen product on warehouse shelves. 

Task: Cutter: Cuts chicken in to pieces.

Task: Debonner: Removes bones from

chicken pieces.                                          

Live Chickens

Live Bird

Holding

Live Chickens

Antemortem

Inspection

Task: Inspector: Examines carcasses

Task: Inspector: Examines live birds

Poultry Slaughter

See note on Poultry Slaughter

80% of domestic beef is slaughtered by 5 companies working out of 31 plants.

50% of domestic beef is slaughtered by 2 companies working out of 17 plants.

Source:  Illinois Farm Bureau web site, data as of 10/24/2005

CIP/DSS
The National Infrastructure Simulation and Analysis Center is joint program at Sandia National Laboratories and Los Alamos

National Laboratory, funded by the Department of Homeland Security’s (DHS) Preparedness Directorate, under the direction of the 

Infrastructure Protection/Risk Management Division.  Sandia National Laboratories is a multi-program laboratory operated by Sandia 

Corporation, a Lockheed Martin Company for the United States Department of Energy’s National Nuclear Security Administration under 

contract DE-AC04-94AL85000
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Veterinary Services

W heat Gluten

Made by washing dough made from wheat flour until the starch is

rinsed away.  Commonly used in eastern cuisine and pet foods.

mailto:pgkapla@sandia.gov
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State’s Perspective

• Share the IMPLAN information with other states

• Share a subsystem generic supply chain and distribution 

template with other states to begin to identify critical nodes 

for an agreed upon commodity (or sub-sector).

• Share with other states a generic Risk Management Plan 

based on the FAS/CAT and a COOP and COBP done with 

the company representing the agreed upon commodity ( 

sub-sector) 



www.gema.ga.gov www.ready.ga.gov

States Perspective

• Populate the state’s ACAMS with the Critical Commodities 

(sub-sector) identified within the state.  Supply ACAMS with 

the generic template of a company within each of the 

identified subsystems so that intell can be applied to a 

particular subsystem with a reasonable knowledge of how 

that system works.  

• Share how that is done with multi state groups



www.gema.ga.gov www.ready.ga.gov

State’s Perspective

• Develop a spatial capability based on GIS of Critical 
Nodes within each commodity group

• Develop a threat warning capability with phone, 
email, fax for POC at each Critical Node.

• Compartmentalize critical nodes and POCs to allow 
for Need to Know dissemination of information



www.gema.ga.gov www.ready.ga.gov

State’s Perspective

• Overlay threat warning information with GIS 

capability to enhance operational capability.  Cluster 

critical nodes and assets

• Company Proprietary information will be available at 

time of actual incident
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State’s Perspective

• Nov. 2009 at the first meeting of the Multi State Grp and 
SAADRA (25 states) a common problem was identified.

• A food emergency response, where ever it occurs in Farm 
to Fork, is based on regulatory requirements that stop 
movement.

• The ability to keep the food system operational  is not part 
of the formula.

• The National Infrastructure Protection Plan provides 
solutions to Food and Ag Sector Resiliency 



www.gema.ga.gov www.ready.ga.gov

HSEEP Exercise for the US Attorney's Office / DHS / FBI

RISK REDUCTION EFFECTIVENESS AND CAPABILITES ASSESSMENT PROVIDED

• Intel Inject:  Abu Sayyaf intends to attack US food Supply

• Abu Sayyaf is based in the Philippines

• What food product is exported from the Philippines to the 
US

• Seafood

• Shrimp

• Hartsfield/Jackson International Airport (based on current 
criteria 60th on list but with THREAT should have gone to 
top of list
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Regional labor shortages could impact critical crops that are grown and processed in limited geographic areas depending on what time of 

the year pandemic influenza strikes.

Food & Agriculture Commodity Flow System Labor Inputs Input/Process/Output Diagram
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Technical fat to diesel fuel (chickens, beef, pork) (WSJ, 4/16 Green Fuel Alternative)

Inputs to crop production and livestock production.

Added note on wheat gluten.

Input & Output

Critical Infrastructure Dependency

Process

Animal Feed Process

Commodity Flow Direction

Food Output – goes to food distribution wholesale or food processing

Food Processing Output – agricultural commodity goes to food processing

Infrastructure Critical Dependency

Agricultural Labor Dependency

Agricultural Dependency on Transportation Labor

Output enters different infrastructure

Storage Process

Legend

Key Sector Systems:

Within the overall national food supply chain, there are key ‘systems’ that make up critical components of the infrastructure.  Labor requirements can also be 

analyzed within the context of the labor required to sustain these critical components.:

Air, Land, Sea Transportation Systems

Alcoholic beverage production system

Animal Byproducts (tallow, gelatin) Rendering System 

Animal Feed system

Animal Pharmaceuticals system

Animal Vaccines system

Animal Feed Supplements/Additives (including Vitamins and Antibiotics) system

Aquaculture Production system

Baby foods system

Baked foods system

Bio-surveillance System

Bottled Water system

Candy, gum systems

Cereals and grains processing system (including flour)

Dairy products (including ice cream, milk, yogurt, etc..) system

Dietary/Nutritional supplements system

Eggs (in the shell) production and distribution system

Fertilizer system

Food Animal Production system [including Beef Cattle, Dairy Cattle, Goat, Sheep, Lamb, Poultry, Veal, Swine, exotic animals (venison, buffalo, etc.)]

Food additives system (including starches, emulsifiers, colors, flavorings, etc..)

Foodservice/retail- deli foods system

Fungicides and Pesticides system

Grain and Cereal Production (including wheat, soybeans, corn, etc..) system

Grain elevator storage system

Ground Meat/Poultry system

Imported foods and feeds system

Infant Formula (powdered and liquid) system

Laboratory System

Large terminal/export elevators

Liquid Egg Products System

Nuts system

Oilseeds and products system

Plants/Crops system

Processed Meats System (including hot dogs, bologna, wursts, jerky, etc.)

Processed foods system (including ready-to-eat and frozen foods)

Produce Production system (fresh) (includes whole fruit, vegetables and legumes)

Produce Processing System (including cut fruits, cut vegetables, and fruit and vegetable juices, etc.)

Recall System

Retail Food systems

School Lunch Program system

Seafood system (including finfish, crustaceans, molluscan shellfish, etc..)

Seed Warehouses system

Seeds production system

Snack Foods system

Soft Drinks system

Spices system

Sugar, Salt system

Warehouse System

Source: National Critical Asset Database – Food and Agriculture Sector

Interim Criteria for Identifying Critical Food & Agriculture Sector Assets

July 13, 2006, John Hoffman and Dr. Lyle jackson
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Notes
Under pandemic conditions, I have focused on the variety and types of food that people would need to maintain a healthy diet and.

Primary issue this diagram is intended to address is the potential vulnerability of the food supply system to a shortage of labor 

resources during an outbreak of pandemic flu.

Transportation input issues are exclusively focused on labor availability issues.  Note that transportation labor issues should 

consider the labor force and skills required to maintain the physical transportation assets in addition to the labor required to move 

the commodities.

The availability of fresh fruits and vegetables, some animal proteins, and some processed foods will depend on global labor 

impacts of the pandemic. and season in which the pandemic occurs.

The objective of dynamic modeling with respect to the issue is to answer the question “How much of each of the 7 food classes

listed above ends up in each of 13 boxes on the far right side of the diagram.

Note that labor shortages can impact the ability to provide inputs into a process or the ability to execute the process.

Although the rendering process occurs at the end of the meat production process, degradation or interruption of the process would 

propagate back through the production chain and has the potential to bring the processing of meat products to a halt.

There are large numbers of food processing establishments (plants) in the U.S.—almost 29,000 owned by about 22,000 companies, according to the most recent comprehensive data in the Census of Manufacturers. These plants employ about 1.7 million workers, which is about 

10 percent of all U.S. manufacturing employment and just over 1 percent of all U.S. employment. Most plants are small, and larger establishments account for the major portion of shipments. The 20 largest firms in food manufacturing account for about 35 percent of shipments, 

while in beverage manufacturing the 20 largest account for 66 percent. The largest 50 firms account for 51 percent of food shipments and 74 percent of beverage shipments. 

http://www.ers.usda.gov/Briefing/FoodMar ketStructur es/processing.htm

Food wholesaling in the United States is a $589-billion business (The U.S. Food Marketing System, 2002; Food Wholesaling). It consists of that part of food marketing in which goods are assembled, stored, and transported to customers, including retailers, foodservice operators, 

other wholesalers, government, and other types of businesses. In addition to sales to the $422-billion retail food store sector and $358-billion foodservice sector, sales to other wholesalers represent a significant portion (over 25 percent) of total wholesale sales. These include 

small specialty wholesalers who purchase goods from larger wholesalers rather than manufacturers.

The Census of Wholesale Trade broadly classifies three basic types of wholesalers: merchant wholesalers, manufacturers' sales branches and offices, and agents and brokers. Merchant wholesalers' sales account for the largest percentage of food wholesale sales, at 56 percent. 

These wholesalers (also referred to as third-party wholesalers) are firms primarily engaged in buying groceries and grocery products from processors or manufacturers, and reselling to retailers, institutions, and other businesses. Manufacturers' sales branches and offices are 

wholesale operations maintained by grocery manufacturers or processors to market their own products. Brokers and agents are wholesale operators who buy or sell as representatives of others for a commission and typically do not physically handle the products. They may 

serve as representatives of manufacturers or processors, but do not take title to the goods.  The Census of Wholesale Trade also broadly classifies grocery wholesalers as general line, specialty, or miscellaneous. General line distributors (also referred to as broadline or full-line 

distributors) handle a broad line of groceries, health and beauty aids, and household products. Major broadline distributors include Supervalu, Sysco, Fleming, C&S Grocers, and Nash Finch. Specialty distributors are primarily engaged in the wholesale distribution of items such 

as frozen foods, dairy products, poultry products, fish, meat and meat products, or fresh fruits and vegetables. Miscellaneous distributors are primarily engaged in the wholesale distribution of a narrow range of dry groceries such as canned foods, coffee, bread, or soft drinks. 

Among the three groups, specialty grocery wholesalers account for the highest percentage of sales (43 percent). 

http://www.ers.usda.gov/Briefing/FoodMar ketStructur es/wholesaling.htm

The food and fiber system comprises the economic activities of the farms and the firms that assemble, process, and transform raw agricultural 

commodities into final products for distribution to U.S. and foreign consumers. The food and fiber system includes all economic activity that 

supports farm production and the conversion of raw farm products to consumable goods—for example, machinery repair, fertilizer production, 

farming itself, food processing and manufacturing, transportation, wholesale and retail trade, distribution of food and apparel, and eating 

establishments. The income and employment generated within the food and fiber system is the income earned and jobs provided by these 

firms.

Cattle Slaughter

Individual processes can be expanded to describe specific activities or actions required to complete the process.
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Cold

Storage
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Rendering

Primal Joints

Waste Material
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Cutting &

Boning

Inspection

Primal Joints
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The process of poultry slaughter expanded to explicitly account for the step-by-step actions required from start

to finish of the process and the labor inputs required.  The analysis (the diagram) helps to illustrate a number of

points with respect to labor required to commercially slaughter a chicken and with respect to labor in general.

Point 1:  the process diagram clearly illustrates that all jobs are important in order to complete the larger process.

Point 2:  for relatively unskilled jobs, such as Neck Breaker, a reduction in the number of Neck Breakers due to illness, is likely to have

a linear impact on production (20% fewer Neck Breakers means 20% fewer necks broken means 20% fewer chickens processed).

Point 3:  for relatively unskilled jobs, such as Neck Breaker, that job can be filled effectively by almost any available worker if there is a labor pool to draw from.

Point 4:  for skilled jobs, such as Inspector, a reduction in the number of inspectors due to illness, is likely to have a linear impact on production unless all

inspectors become ill in which case production is likely to be halted (a few critical jobs can have a non-linear impact on production).

Sources:

HACCP-Based Inspection Models Project, Young Chicken Inspection, Final Draft 8, 12/22/04, http://www.fsis.usda.gov/OPPD E/NIS/HIMP/HIMP_Young_Chicken_drft8.pdf

Poultry Processing Industry eTool, US Department of Labor, Occupational Safety & Health Administration, http://www.osha-sl c.gov/SLTC/etools/poultr y/index.html

Poultry Processing Description, Waste Reduction Resource Center, http://wrrc.p2pays.org/p2rx/subsec tion.cfm?hub= 449&subsec= 11&nav=11&C FID=523643&CFTOKEN=50881531#Poultr y%20Process ing%20Descri ption
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Task: Rehang: Hangs carcasses back for further processing down line. 

Task: Opener (Vent Opener): Manually cuts open the bird. 

Task: Neck Breaker: Cuts the neck. 

Task: Oil Sack Cutter: Cuts and removes the oil sack. 

Task: Arranger: Arranges viscera for USDA inspector. 

Task: Giblet Harvester: Separates giblets and viscera. 

Task: Gizzard Harvester: Removes the gizzard. 

Task: Gizzard Table Operator: Manually trims and cleans gizzards. 

Task: Gizzard Table-Peeler Operator: Moves the gizzard over rollers to remove the skin. 

Task: Heart and Liver Cutter/Inspector: Cuts and inspects hearts and livers. 

Task: Bagger: Places hearts, livers, gizzards and paws into bags. 

Task: Lung Vacuumer: Removes lungs and kidneys. 

Task: Backup Eviscerator: Verifies that carcass is eviscerated. 

Support Tasks:

Rework Floor Person: Manually reworks evisceration problems. 

Ice Attendant: Manually transports ice.

Task: Forklift Operator: Moves the poultry cages from trucks to conveyor/dumpi ng areas. This person may also perform... 

Task: Unloads live birds from the shipping cages to the conveyors. This operation is either automated or manual.

a: Automatic Dumper Operator

b: Manual Back Dock W orker

Task: Live Hang: Takes live birds from conveyors and hangs them in shackles. 

Task: Kill Room Attendant (Backup Killer): Oversees the automatic poultry killing process and kills any birds missed by the machine. 

Task: Picking Room Operator: Ensures that equipment (e.g., stunner, scalders, pickers, and conveyors) functions properly. 

Task: Paw Room Grader: Sorts and separates product on conveyor.

Task: Box Maker: Takes/makes hand-formed boxes or 

machine-formed boxes and puts them 

on conveyor. 

Task: Box Packer: Packs birds into boxes for shipping. 

Task: Scale Operator: Pulls boxes onto scales, adds or 

removes extra chicken. 

Task: Box Sealer: Pushes air out of and seals box. 

Task: Stack Off: Removes boxes from the conveyor and               

stacks on pallet. 

Task: Fork Lift/Pallet Jack Operators: Moves loaded       

pallets around worksite and onto trucks.

Task: Freezer/Cooler W orker: Manually loads/unloads                                                                       

boxes of frozen product on warehouse shelves. 

Task: Cutter: Cuts chicken in to pieces.

Task: Debonner: Removes bones from

chicken pieces.                                          

Live Chickens

Live Bird

Holding

Live Chickens

Antemortem

Inspection

Task: Inspector: Examines carcasses

Task: Inspector: Examines live birds

Poultry Slaughter

See note on Poultry Slaughter

80% of domestic beef is slaughtered by 5 companies working out of 31 plants.

50% of domestic beef is slaughtered by 2 companies working out of 17 plants.

Source:  Illinois Farm Bureau web site, data as of 10/24/2005

CIP/DSS
The National Infrastructure Simulation and Analysis Center is joint program at Sandia National Laboratories and Los Alamos

National Laboratory, funded by the Department of Homeland Security’s (DHS) Preparedness Directorate, under the direction of the 

Infrastructure Protection/Risk Management Division.  Sandia National Laboratories is a multi-program laboratory operated by Sandia 

Corporation, a Lockheed Martin Company for the United States Department of Energy’s National Nuclear Security Administration under 

contract DE-AC04-94AL85000
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Veterinary Services

W heat Gluten

Made by washing dough made from wheat flour until the starch is

rinsed away.  Commonly used in eastern cuisine and pet foods.

mailto:pgkapla@sandia.gov
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http://www.fsis.usda.gov/OPPDE/NIS/HIMP/HIMP_Young_Chicken_drft8.pdf
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http://www.osha-slc.gov/SLTC/etools/poultry/packaging/01_boxmaker_general.html
http://www.osha-slc.gov/SLTC/etools/poultry/packaging/02_boxpacker_general.html
http://www.osha-slc.gov/SLTC/etools/poultry/packaging/03_scaleoperator_general.html
http://www.osha-slc.gov/SLTC/etools/poultry/packaging/04_boxsealer_general.html
http://www.osha-slc.gov/SLTC/etools/poultry/packaging/05_stackoff_general.html
http://www.osha-slc.gov/SLTC/etools/poultry/warehousing/01_forklift_palletjack_op.html
http://www.osha-slc.gov/SLTC/etools/poultry/warehousing/02_freezer_cooler_worker.html


www.gema.ga.gov www.ready.ga.gov

THE PLAYERS
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THE PLAYERS

• The US Attorney’s Office

• The FBI

• The Department of Homeland Security

• The Centers for Disease Control

• The Food and Drug Administration

• The USDA, FSIS

• The USDA, APHIS

• The USDA, PPQ

• Customs and Border Protection
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THE PLAYERS

• USDA, Smuggling Interdiction

• US Fish and Wildlife

• NOAA

• The FBI Strategic Information Operations Center

• The Intelligence Fusion Center
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THE PLAYERS

• The Georgia Bureau of Investigation

• The Georgia Department of Agriculture

• The Georgia Division of Public Health

• The Georgia National Guard , CST

• The Georgia Office of Homeland Sec.

• The Georgia Emer. Manag. Agency

21 State and Federal Agencies
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A FULL FUNCTIONAL HSEEP EXERCISE 

SHADOWED BY THE RISK REDUCTION EFFECTIVENESS AND CAPABILLITES ASSESSMENT 

PROGRAM

• Over 300 participants representing over 60 Federal, 

State, Local and Private Sector Agencies and 

Organizations played

• 3 Scenarios were exercised

• Botulinum Toxin

• Anthrax

• Methyl Parathion
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Target Capabilities Exercised  ( 14 )

• Risk Management

• Intelligence, Information Sharing and Dissemination

• Counter-terrorism Investigation and Law 
Enforcement

• Critical Infrastructure Protection

• Agriculture, Food Safety and Defense

• Epidemiology Surveillance and Investigation
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TCLs Exercised

• Laboratory Testing

• On Site Incident Management

• Responder Safety and Health

• Fire Incident Response Support

• WMD and Hazardous Materials Response and 

Decontamination 

• Emergency Public Information and Warning

• Medical Surge
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Risk Reduction Effectiveness and Capability Assessment Program (RRCAP)

• Model used to measure the effectiveness of 14 

Target Capabilities 

• Time it took to carry out all Universal Tasks 

associated with each TCL was recorded.

• Model calculated the reduction of morbidities and 

mortalities associated with actions taken in each 

TCL
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Timeline of Events in Operation Vigilant Sample II
(Highlighted Elapsed Times are incremented by 3 hours due to early start of exercise at JESUP)

Time Elapsed Time 

(hr)
Event Locat ion Participant Event Specifics

Friday 8/7/09

0:00 0 Simulation of exercise starts FLETC Simulation Simulation time clock starts: all elapsed times are from this time

8:00 8 First shipments of product JESUP Simulation First shipments of contaminated product from JESUP

18:00 18 Shipments of product stop for the weekend JESUP Simulation Final shipments of contaminated product from JESUP

Saturday 8/8/09

9:00 33 Dock sale of contaminated product JESUP Simulation Dock sale of contaminated product 9:00 am -17:00

Sunday 8/9/09

9:00- 57 Dock sale of contaminated product JESUP Simulation Dock sale of contaminated product 9:00 am -17:00

Monday 8/10/09

5:45 77.75 Exercise Start FLETC Glynn County 

PD

LE Officer will be briefed on the events leading up to the exercise start

5:50 78 Notification FLETC LE to EMA LE notifies County EMA

6:35 78 Joint IC Established FLETC LE and FD Joint IC established, IC prepared to coordinate responding agencies

6:40 78 Alert to GEMA GEMA EMA to GEMA EMA and GEMA alert all participating agencies

6:45 78 4th CST Alerted Dobbins 

ARB

GEMA to 4th 

CST

GEMA identifies and requests state assets

6:57 79 GBI Arrives FLETC GBI Arrives on 

site

7:06 79 Fire Dept deploys FLETC Local FD 

Hazmat team

Assemble; commence setting up Decon Line

7:30 79 Ground Convoy Departs Dobbins 

ARB

4th CST Ground convoy movement from metro Atlanta to FLETC

7:30 79 LE SWAT arrives FLETC LE SWAT to IC Prepare to secure house; LE will not allow entry until Decon line is ready

7:38 80 LE CBRNe team deploys FLETC LE CBRNe to 

IC

IC link-up, prepare to secure house

8:02 80 46th CST (Alabama) Arrives FLETC 46th CST 46th CST arrives and prepares to handle samples

8:00 80 FD Decon line ready FLETC FD Decon line is complete and ready for use

9:50 82 House Secure FLETC LE CBRNe LE secures house, remove perpetrators
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Timeline of Events in Operation Vigilant Sample II
(Highlighted Elapsed Times are incremented by 3 hours due to early start of exercise at JESUP)

Time Elapsed Time 

(hr)
Event Locat ion Participant Event Specifics

10:02 82 CBRNe Entry FLETC LE CBRNe CBRNe confirm house is clear and secure

8:36 83 Producers sign a "Withhold from Sale" form for 

contaminated product

JESUP Producers Asst Commissioner GDA and Producers jointly agree to issue Stop Movement of product 

8:37 83 Ass't Commissioner GDA issues Stop Movement JESUP GDA + Producers GDA + Producers

9:23 83 JIC established JESUP LE GDA LE establishes JIC

9:44 85 44th CST (Jacksonville) Arrives JESUP 44th CST 44th CST arrives and prepares to handle samples

10:58 86 44th CST (Jacksonville) commences clearing 

contaminated location for entry

JESUP 44th CST 44th CST clears storage area for entry

11:00 83 GBI takes incident command FLETC GBI GBI takes control of incident at site

11:04 86 44th CST (Jacksonville) commences entry to 

contaminated location 

JESUP 44th CST 44th CST clears storage area for entry

1130 84 Recon FLETC FD HAZMAT Site characterization

11:55 87 44th CST (Jacksonville) commences sample testing JESUP 44th CST 44th CST removes samples from the location and commences testing

1100 84 Strike Team Deploys FLETC 4th CST to IC IC link up

13:30 86 Sample Team entry FLETC 4th CST/FBI Collect Samples

14:00 86 Ground Convoy Deploys FLETC 4th CST to IC IC link up

1430 86 Sample out of Hot Zone FLETC 4th CST/FBI Sample split at point of sample, processed through Decon line and moves to PZ

1530 88 Sample departs via aviation FLETC GSP/FBI Sample moves via aviation to the LRN in Decatur

15:30 88 ALS ready to receive samples FLETC 4th CST Samples processed for on-site presumptive analysis

15:30 88 Re-deploy Decon line FLETC FD and 4th CST Begin to stand down response operations

18:00 93 Ass't Commissioner GDA issues Public 

Announcement

JESUP GDA + Producers Asst Commissioner GDA and Producers jointly agree to issue Public Announcement to not 

consume product 

1830 91 Sample arrives in Metro Atlanta PDK Airport GSP/FBI Sample moves to LRN

18:30 91 On- site presumptive results issued FLETC 4th CST On-site results communicated

20:00 92 Sample arrives at LRN LRN, 

Decatur

GPHL Process samples for final call and disposition

COB End Exercise LRN PH to GEMA Issue Final Call
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Capabilities Modeled by RRECAP

The list 

shows the 

capabilities 

that can be 

modeled. 

When 

values are 

entered for a 

selection of 

capabilities 

and the 

.’Run’ button 

pressed 

RRECAP 

shows an 

evolving 

map of the 

outcomes.

RRECAP supports a large set of capabilities, and operates in several modes. 

When used to evaluate an entity many of these capabilities may be measured. 

However following the exercise small sets of these may be exercised individually 

to evaluate the sensitivity of outcomes to changes in individual capabilities.

The map shows locations 

of illnesses, mortalities, 

etc. due to incident. It can 

be “drilled down” to see 

detailed geography, and is 

overlaid with additional 

features such as roads, 

hospitals, known 

distribution sites, etc.
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RRECAP Capabilities 
The following are among the “Key Performance Indicators” modeled by RRECAP: 

• CONOPS   -- A comprehensive Risk Management plan is in place and understood

• Roles and Responsibilities - Roles & responsibilities are well defined and understood by all 
responders

• Field Sampling - Active sampling and testing is performed on products in distribution

• Communications -- Effective physical and logical communication links are in place between all 
responders

• Reporting Mechanisms -- Effective mechanisms for exist for reporting between all parties 

• Consequence Accuracy – Capability exists to determine the nature and potential size prior to 
interventions

• Situational Awareness --All responders have an accurate perception and understanding of key 
factors and conditions they need to know

• Spatial Awareness -- GIS and POC info has been collected and synthesized for companies that 
handle the modeled product

• Stop Sale Effectiveness --Speed and completeness to which stop movement/stop sale 
interventions are executed

• Recall Effectiveness -- Speed and completeness with which a recall interventions are executed

• Recall/Stop Sale Time Span -- Length of time (in hours) between invocation of a Recall/Stop 
Movement/Stop Sale and its completion 
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RRECAP Capabilities Further “Key Performance Indicators” modeled by RRECAP:  

• Announcement Effectiveness -- Speed and completeness to which public 
announcements are executed

• Announcement Time Span --Time delay between decision to announce to the 
announcement being fully effective

• First Responder Protection  -- Availability and training of first responder PPE 
and procedures

• Surge Effectiveness  - Average percentage of total hospital capacity that can be 
freed up to accept patients of attack

• Surge Radius  - Radius for which assets are available to transport patients to 
surge hospitals

(Each of the following takes two values depending on whether accomplished by 
law-enforcement or otherwise)

• Outbreak Identification – Time taken to identify that an outbreak is underway

• Product Identification  --Time taken to attribute outbreak to specific vector (e.g. 
product)

• Shipment Identification  --Time to identify specific lots of product to be recalled 
(if appropriate)

• Consequence Identification  --Time to identify cause and vector sufficiently to 
enable interventions

• Agent Identification  --Time to identify agent
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RRECAP simulation in Operation Vigilant Sample

• The following shows the human health consequences that would 
ensue under the scenario exercised during the “Operation Vigilant 
Sample” functional exercise. 

• The exercise scenario is an intentional contamination of 80,000 
servings of chicken nuggets with an ID90, LD50 of methyl parathion.

• The first slide shows the effects that would have ensued had there 
been no interventions in scenario evolution. 

• The subsequent slides show the effects of the actual interventions 
made by exercise participants in response to observed events. The 
effects of these interventions are modeled with observed timing of 
invocation of the actions by the participants, under varying 
assumptions of levels of capability for non-exercised responses.
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Consequences with No Interventions

Unmitigated mortalities 

are those mortalities that 

would ensue in the 

absence of medical 

mitigation. Mitigated 

Mortalities take medical 

mitigation into effect.
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Stop Movement at Hour 84
(status at end of scenario evolution)
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Stop Movement at Hour 84; Public Announcement at Hour 93
(status at end of scenario evolution)
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Comparison of Capabilities
(including Stop Sale and Public Announcement)

(FAS-CAT) 

Spatial 

Awareness; 

Recall/Stop sale 

and 

announcement 

effectiveness all 

set at 25%c

No Interventions

(FAS-CAT) 

Spatial 

Awareness; 

Recall/Stop sale 

and 

announcement 

effectiveness all 

set at 50%c

(FAS-CAT) 

Spatial 

Awareness; 

Recall/Stop sale 

and 

announcement 

effectiveness all 

set at 75%c



www.gema.ga.gov www.ready.ga.gov

NEXT STEPS

• Enhanced Critical Infrastructure Protection Visit  (ECIP)

• Infrastructure Survey Tool (IST)

• Site Assistance Visit (SAV)

• Regional Resiliency Assessment Program (RRAP)

• Buffer Zone Protection Program (BZP)

• Protected Critical Infrastructure Information (PCII)

• Automated Critical Asset Management System (ACAMS)

• Training and Exercises (HSEEP)
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PS-PREP
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PS-PREP
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“ARE WE ANY SAFER THAN WE WERE BEFORE?”

• Compliance to program standards does not answer 
that question.

• Risk Reduction Effectiveness and Capabilities 
Assessment measures the reduction of 
consequences across the broad spectrum of 
responders and not just sector specific response

• RRECAP can answer the question, “are we more 
safe”
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DEER IN THE HEAD LIGHTS
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QUESTIONS?

Paul Williams, DVM

GEMA/OHS

935 East Confederate Ave.

Atlanta, GA 30316

paul.williams@gema.ga.gov


