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Food Defense Oversight Team

The FDA’s Food Defense Oversight Team (FDOT) 

oversees the food defense related activities of the 

Agency, through the development of tools and 

resources, as well as assisting in the implementation 

of procedures to prepare for, respond to, and recover 

from intentional contamination affecting the FDA 

regulated food industry. 

The FDOT is responsible for data collection and 

analysis, policy development and conducts numerous 

domestic and international outreach efforts addressing 

food defense.



Food Defense Goals

To prevent an attack if possible – minimize the risk

To intervene by identifying & mitigating  vulnerabilities

To respond rapidly and efficiently 

To recover rapidly and restore consumer  confidence in 

the food supply          

FoodDefense@FDA.HHS.gov    or      FDA.gov/FoodDefense



Food Protection & Safety Activities 

in Wisconsin…



Disaster Denial Paradigm

It isn’t going to happen.

If it happens, it will not be as bad as they said it would 
be.

If it happens, and it is as bad as they said, it will not 
happen to me.

If it happens and it is as bad as they said, and it 
happens to me, then someone has planned for it and 
is coming to help.



Principles and the Spectrum of 

Intentional Contamination



Food Defense Tools and Resources

Tools and Resources

Funding Opportunities

International Activities

Accessing Materials

www.FDA.gov/FoodDefense



Food Defense ToolsIndustry 

Guidance

+ Self 

Assessment 

Checklist

Training Programs

ALERT and 

Employees FIRST

CARVER+Shock 

Vulnerability 

Assessment 

Software 2.0

Coming Soon!

- Mitigations Database

- FREE-B: Food Related 

Emergency Exercise 

Boxed Set

FDA.gov/food/fooddefense

http://www.cfsan.fda.gov/~dms/secgui15.html
http://www.cfsan.fda.gov/~dms/secgui15.html
http://www.cfsan.fda.gov/~dms/secgui18.html
http://www.cfsan.fda.gov/~dms/secgui18.html
http://www.cfsan.fda.gov/~dms/secgui17.html
http://www.cfsan.fda.gov/~dms/secgui17.html
http://www.cfsan.fda.gov/~dms/secgui16.html
http://www.cfsan.fda.gov/~dms/secgui16.html
http://www.cfsan.fda.gov/~dms/secgui14.html
http://www.cfsan.fda.gov/~dms/secgui14.html


CARVER 

Software Tool Update

www.FDA.gov/FoodDefense



CARVER + Shock Software

 Version 1 – released June 

2007

 Manufacturers

 Based on company 

information entered by the 

user

 Housed on the users’ 

computer, no 3rd party 

access to data

 Customized results 

available only to the user

www.FDA.gov/FoodDefense



Version 2

 Agriculture module: released in Nov ’09 

 CARVER will extend from pre-harvest to retail

 Updates based on ‘inputs’ from users…

 Increased usability
 Simpler, faster and easier to interpret

 Focus - accessibility and vulnerability
 Out of CARVER categories, industry can                         

influence/affect “V” and “A” the most

FDA.gov/FoodDefense



CARVER + shock – what’s in a  name?

 CARVER ascribes six attributes used to evaluate the 
attractiveness of a target for attack:

 Criticality - measure of public health and economic impacts 
of an attack 

 Accessibility - ability to physically access and egress from 
target 

 Recuperability - ability of system to recover from an attack 

 Vulnerability - ease of accomplishing attack 

 Effect - amount of direct loss from an attack as measured by 
loss in production 

 Recognizability - ease of identifying target 

 + Shock, to assess the combined health, economic and 
psychological impacts of an attack within the food industry.

www.FDA.gov/FoodDefense
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Food Defense 

Mitigation Strategies Database

www.FDA.gov/FoodDefense



Mitigation Strategies Database

 Contains a range of preventative measures for 

industry to consider

 Searchable

 Focuses on agriculture, manufacturers, and 

retail/foodservice

 Data can be searched by a specific item, or node, 

commonly used within commercial/retail food, and 

agriculture industry (i.e., harvesting, production and 

distribution)

www.FDA.gov/FoodDefense



Mitigation Strategies Database

 Mitigations strategies are “tiered”

 Three (3) Level Approach based on cost and complexity of 
implementing strategy (i.e., hierarchy of preventive 
measures that may reduce the likelihood on an attack):

 (1) Initial Mitigation Strategies address a basic level of 
security.

 (2) Moderate Mitigation Strategies address an increased 
level of security.

 (3) Comprehensive Mitigation Strategies address the 
highest level of security.

 Mitigations compiled from Guidance Documents, Open 
Literature, & Industry Input 

 Additional nodes are being continuously added and 
updated

www.FDA.gov/FoodDefense











Secure 

Sampling 

ports, unused 

ports…

Install 

surveillance 

cameras…

Add / 

increase non-

thermal 

treatments…

INITIAL 

MODERATE 

COMPREHENSIVE



ALERT / FIRST 

Review and Updates

www.FDA.gov/FoodDefense



ALERT / FIRST: Review and 

Updates

Awareness tool, targeting mgrs.:

A – Assure supplies are safe

L – Look after products in your 

facility

E – Employees / personnel in and 

out of the facility

R – Reports that can be produced 

on your supplies

T – Threat reporting            

processes in place



ALERT / FIRST:           

Review and Updates

 Employees FIRST is an FDA initiative that food 

industry managers can include in their ongoing 

employee food defense training programs. 

 Employees FIRST educates front-line food industry 

workers from farm to table about the risk of 

intentional food contamination and the actions they 

can take to identify and reduce these risks.

www.FDA.gov/FoodDefense



Employees FIRST
Awareness tool targeting 

EMPLOYEES / food workers:

F – Follow company food defense 

plan and procedures.

I – Inspect your work area and 

surrounding areas.

R – Recognize anything out of the 

ordinary.

S – Secure all ingredients, supplies, 

and finished product.

T - Tell mgmt if you notice anything 

unusual or suspicious.

www.FDA.gov/FoodDefense



Additional Languages Now 

Available on Web

Chinese

French 

Korean

Japanese

Vietnamese

www.FDA.gov/FoodDefense



www.FDA.gov/FoodDefense



FIRST Chinese

www.FDA.gov/FoodDefense



FIRST French

www.FDA.gov/FoodDefense



FIRST Korean

www.FDA.gov/FoodDefense



FIRST Vietnamese

www.FDA.gov/FoodDefense



FIRST Japanese

www.FDA.gov/FoodDefense



Preventative Measures Guidance



Food Defense Guidance

 Originally issued in 2003

 Contained information regarding 
preventative measures 

 Topics include physical security, 
management, personnel and 
operations policies 

 Available in bulk… visit the 
FDA.gov/FoodDefense     
website for ‘ordering’ info…

www.FDA.gov/FoodDefense

http://www.cfsan.fda.gov/~dms/secgui15.html
http://www.cfsan.fda.gov/~dms/secgui15.html
http://www.cfsan.fda.gov/~dms/secgui16.html
http://www.cfsan.fda.gov/~dms/secgui16.html
http://www.cfsan.fda.gov/~dms/secgui14.html
http://www.cfsan.fda.gov/~dms/secgui14.html
http://www.cfsan.fda.gov/~dms/secgui17.html
http://www.cfsan.fda.gov/~dms/secgui17.html
http://www.cfsan.fda.gov/~dms/secgui18.html
http://www.cfsan.fda.gov/~dms/secgui18.html


Appendix V:  

Food Defense Self Assessment Tool

 Downloadable PDF file format

 Preventative measure captured as a statement

 Same topics reflected in text document

 Yes/No/Not Applicable/Don’t Know choices

 Assessment Tool--No Score

www.FDA.gov/FoodDefense





Food Related Emergency Exercise 

Boxed set (FREE-B)



Under development and revision…

www.FDA.gov/FoodDefense



Food Related Emergency Exercise 

Boxed set (FREE-B)
 Requests for training from our SLTT partners; as a result 

of previous exercises, anecdotal feedback at mtgs., 

conferences

Based on requests, inputs from partners, FDA issued a 

task order in September 2007

Exhaustive research, training, and ….

FREE-B development!!

It is hoped that these scenarios can be a component of 

an education & training calendar for SLTT partners

www.FDA.gov/FoodDefense



 This set is designed to provide jurisdictions with a variety of 

options to test and improve their capabilities to respond to 

human or animal health emergencies. 

 The scenarios in the set are designed so that jurisdictions 

can conduct them ‘right out of the box’ with a minimal amount 

of effort and editing.

 Each scenario is stand-alone. Collaboration and partnering 

with several jurisdictions and stakeholders (private sector, 

medical community, First responders, etc) may be needed to 

ensure a successful exercise.

Food Related Emergency 

Exercise Boxed set (FREE-B)

www.FDA.gov/FoodDefense



Funding Opportunities



Funding Opportunities 

Innovative Food Defense Program

6 sites previously funded – variety of pursuits

$62,500 / 1 yr award

2 recent new awards / $100k recently finalized

Food Protection Task Force Grants

$10k / annual  - (5 yr awards)



Innovative Food Defense Program

The FDOT has partnered with the Division of Federal 

and State relations (DFSR) and has funded 10 

awards since 2008 – nearly $600k

Projects have ranged in scope from creation of a food 

defense toolkit (Multnomah County, OR), Food 

Defense Training slides to be incorporated into Food 

Worker training (Westchester County, NY) to mapping 

/ GIS spatial tracking of events (currently under 

development).

www.FDA.gov/FoodDefense



Language from FOA: “to solicit applications from 

institutions/ organizations that propose to develop 

Innovative Food Defense programs within the 

United States. The program should encompass 3 

broad strategies in its food defense activities (1) 

Awareness (Prevention/Preparedness); (2) 

Response; and (3) Recovery.” 

IFDP FOA: Description

www.FDA.gov/FoodDefense



IFDP Funding Opportunity 

Announcement (FOA)

The specific goal of this program is to generate products 

that complement, develop, or improve State and local food 

defense programs and which may then be applied to food 

defense programs nationwide.

Examples of food defense projects are the ALERT / FIRST 

Food Defense Awareness Initiatives; Food Defense 

Surveillance Assignments (FDSA); Food Emergency 

Response Network (FERN: federal and state 

laboratories); and the Strategic Partnership Program 

Agroterrorism (SPPA) Initiative. 

www.FDA.gov/FoodDefense



Innovative Food Defense Program

For 2010-11:

Considering moving to the Federal Register posting of 

the announcement

Working to develop a repository of abstracts of 

completed projects as well as POCs for current 

projects



Funding Opportunities

Food Protection Task Force Grants (currently 28 sites)

AL, CO, DC, FL, IN, KS, KY, LA, 

MA, MD, MI, MN, MS, MO, MT, 

NE, NV, NM, NH, NC, OK, OK, 

PA, TN, VA, WA, WV, WY

Grants.gov – Funding Opportunity # is

PAR-09-123 and the deadline is March 31, 2011.  



International Outreach



Food Defense 
International Outreach

APEC Food Defense Pilot Program

 3 phases

 (1) Assess, (2) Train, (3) Assist

 Peru – 2008

 Thailand – 2009

 Vietnam – 2010

 Philippines – 2011

Technical Assistance

 Latin America

 Panama – 2009

 Caribbean Basin

 Trinidad - 2009

International “Road shows”

2011 – 2013

 India

 China

 Mexico

 Middle East

Government Partners

 USDA

 FSIS

 FAS

 Department of State

www.FDA.gov/FoodDefense



Accessing Materials



FDA’s Web migration

 Easier

 Searchable

 NEW webpage URL…. FDA.gov/FoodDefense

www.FDA.gov/FoodDefense





FDOT Information Requests…



In Summary…

We’ve discussed: 

Tools and Resources

Funding Opportunities

International Activities

Accessing Materials

www.FDA.gov/FoodDefense



If you would like to provide comments or feedback on 

any of theses tools or resources, please submit 

them to the following FDA email address: 

FoodDefense@fda.hhs.gov 

Visit the Food Defense Oversight Team online @:

FDA.gov/FoodDefense

Tools and Resources Wrap-up



Thanks for your attention!!

Jason P. Bashura, MPH, RS

General Health Scientist

FDA / CFSAN / OFDCER 

Food Defense Oversight Team

Jason.Bashura@fda.hhs.gov

301-436-2912


